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RECRUITMENT 

 

REFERENCE NUMBER: ITSECL0921 

JOB TITLE: IT Security Team Lead 

LOCATION:  Denham, Middlesex 

 

Martin-Baker is the world's leading manufacturer of ejection seats and related equipment. 

It is the only company that can offer a fully integrated escape system that satisfies the very latest in pilot 
operational capability and safety standards. Martin-Baker offers a complete 'end-to-end service’, from 
helping the customer to establish operational safety and escape requirements, including design, 
development, and qualification, to on-going support throughout the entire service life of the aircraft. 

 
DEPARTMENT NAME:  IT 

JOB DESCRIPTION  

 
A vacancy has arisen for an IT Security Team Lead in the IT department at Denham. This role holder will be 
responsible for ensuring we deliver and maintain secure Information Technology services to the Martin-
Baker international user group while ensuring that our security practices meet defined objectives aligned 
to our contracted cyber compliance frameworks. 
 
AREAS OF RESPONSIBILITY: 
 

- Security Planning – Plan and implement activities in support of the Information Security Policy 
Objectives. 

- Reporting – Provide regular reports on improvement measures (KPI’s) for incidents, vulnerabilities, 
security posture and compliance. 

- Leadership - Lead the cyber security operations team, provide guidance, define, and review 
objectives against the MBA Information Security Policy. 

- Compliance - Monitor and maintain compliance with cyber security frameworks such as, 
o UK Cyber Essentials Plus and DEFSTAN 05-138. 
o US NIST SP 800-171 and the Cybersecurity Maturity Model Certification (CMMC). 
o Customer specific cybersecurity questionnaires. 

- Risk Management - Identify and report on cyber risks, threats and vulnerabilities and work with 
the IT Administrators to implement corrective actions. 

- Incident Response - Define, document, and prepare for cyber incidents by ensuring processes are 
in place for handling, resolving, and reporting. 

- Awareness & Training - Drive cyber awareness across the company through online training, regular 
threat updates, and incident reports. 

- Policies - Develop and maintain all relevant security documentation such as policies, standards, 
and procedures aligned to the Information Security Policy objectives. 

- Tools, Techniques & Technology - Maintain all security tools and technology, develop skills and 
knowledge for the team through industry relevant training 

- Security Assessments - Complete detailed security assessments of the Information Systems, 
connected third parties, vendors, and cloud services. 



   

Page 2 of 2     

- Audit - Continuously audit organizational security controls to determine their effectiveness and 
plan for remediation strategies. 

- MDR Operations – Maintaining security operations in coordination with third party security service 
providers keeping them up to date and effective. 
 

EDUCATION & QUALIFICATIONS: 
- GSCE including English and Maths (A-C) 
- Good A-Level results 
- IT and Security Certification(s) such as CISSP, CompTIA Security +, MCSE, CCSE, CEH, CCNA, SANS 

 
SPECIFIC/TECHNICAL SKILLS: 

- Application and Operating System Security 
- Secure IT Architecture 
- Governance, Compliance, Audit 
- Identity and Access Management  

 
PERSON SPECIFICATION: 

- ‘Hands on’ approach and a willingness to learn. 
- Flexible, pro-active approach. 
- Structured logical thinker. 
- Good at diagnosis, problem solving, and follow through.  
- Good interpersonal skills, able to deal with employees at all levels in the company  

 
KNOWLEDGE & EXPERIENCE 
The ideal applicant will have: 

- Experience in a small to medium sized business working in the field of information technology / 
cyber security / SOC analyst role. 

- Experience of working with advanced IT security technologies such as Microsoft Security Suite, 
Varonis, DTEX, Firewalls, encryption tools. 

- Experience of application and windows operating system hardening methods. 
- Experience of implementing and using system and information monitoring solutions. 

 
All published adverts will be aligned with the Company’s Diversity and Inclusion commitment. 
All candidates will be treated equally and fairly, regardless of their background, or any 
characteristic protected by law. Candidates will be selected entirely on their skills and 
competencies and in alignment with each role’s specifications and / or requirements. 
 
For all successful candidates, Martin-Baker will undertake background security checks. As part 
of this, we will need to confirm your identity, employment history and address history to cover 
the past five years as well as your nationality, immigration status and criminal record. For 
positions that require Security Clearance, the successful candidate must hold or be willing to 
obtain security clearance up to the relevant level for the role.    
  
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

TO APPLY: recruitment@martin-baker.co.uk   Quoting the REFERENCE NUMBER ABOVE and Salary 
Expectations 
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