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RECRUITMENT 

 

REFERENCE NUMBER: SETELE0417 

JOB TITLE: IT Security Team Lead 

LOCATION:  Denham, Middlesex 

 

Martin-Baker is the world's leading manufacturer of ejection seats and related equipment. 

It is the only company that can offer a fully integrated escape system that satisfies the very latest in pilot 
operational capability and safety standards. Martin-Baker offers a complete 'end-to-end service’, from 
helping the customer to establish operational safety and escape requirements, including design, 
development and qualification, to on-going support throughout the entire service life of the aircraft. 

 
DEPARTMENT NAME:  IT 

JOB DESCRIPTION  

 
A vacancy has arisen for an IT Security Team Lead in the IT department at Denham. This role holder will be 
responsible for ensuring Martin-Baker IT services, policies and processes achieve Industry standard 
certification and compliance as well as protecting the business from emerging and known threats to 
business operations and data. 
 
AREAS OF RESPONSIBILITY: 
 

- To assist the IT Manager in setting and maintaining a clear IT Security and Cyber Security Strategy 
for the Martin-Baker Group.  

- To work within the standard frameworks below and achieve compliance with the following; 
o UK Government sponsored programs such as Cyber Essentials Plus and ISO 27001 
o US DFAR requirements for Cyber reporting and security controls listed under NIST 800-171 

- Achieve the highest levels of Critical Security Controls from the Council on Cyber Security. 
- Ensuring clear objectives and measures are defined to drive successful achievements in the 

implementation of the strategy and ultimately improvements in security posture.  
- Define, implement and manage a rigorous program to manage risks by identifying the threats and 

vulnerabilities whilst ensuring corrective programs and actions take place. 
- To lead the Computer Emergency Response Team (CERT) in the event of a suspected breach and by 

clarifying roles, responsibilities and procedures whilst ensuring the team are well prepared for 
attack through regular paper and red team exercises.  

- To ensure Martin-Baker employees have access to Cyber and Policy awareness training including 
regular updates and the induction of new employees as well as keeping the company informed 
through the use of an intranet and notice boards. 

- Develop and maintain all relevant security documentation and provide technical reports and 
presentations on progress, issues and achievements. 

- Develop skills and knowledge through networking and personal development including obtaining 
any industry standard qualifications.  
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- Assess third parties and vendors so recommendations can be made on the use of technologies and 
services to bring benefit to the security strategy. 

- Operational management and administration of Martin-Baker security technologies to ensure they 
are fully utilized and work in an effective manner. 
 

EDUCATION & QUALIFICATIONS: 
 

- GSCE including English and Maths (A-C) 
- Good A-Level results 
- IT and Security Certification(s) such as CISSP, CompTIA Security +, MCSE, CCSE, CEH, CCNA 

 
SPECIFIC/TECHNICAL SKILLS: 
 

- Application Security 
- Governance, Compliance, Audit 
- Identity and Access Management  

 
PERSON SPECIFICATION: 
 

- ‘Hands on’ approach and a willingness to learn. 
- Flexible, pro-active approach. 
- Structured logical thinker. 
- Good at diagnosis, problem solving, and follow through.  
- Good interpersonal skills, able to deal with employees at all levels in the company  

 
KNOWLEDGE & EXPERIENCE 
 
The ideal applicant will have: 
 

- Experience in a small to medium sized business working in the field of information technology / 
cyber security / SOC analyst role. 

- Experience of working with advanced IT security technologies such as Carbon Black, FireEye and 
SIEM tools. 

- Experience of application and windows operating system hardening methods. 
- Experience of implementing and using system and information monitoring solutions. 

 
Any applicants will need to have a British Passport or residency to be considered as they would 
need to be security cleared. 
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